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Estrategias de Cloud
Foundation em Larga Escala

Garantindo gue voceé nao
retorne para On-Premise
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Microsoft®
Most Valuable
Professional

10+anos de XP #
Senior DevOps Engineer
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Expectativas

A Nivel Intermediario
A O 6bvio precisa ser dito
A Nao é uma Verdade Absoluta

A O que é um Framework
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Quaisos de se usaumaCloud?

Alta disponibilidade Elasticidade
Escalabilidade Confiabilidade
Previsibilidade Seguranca

Governanca Gerenciabilidade
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Qualisos de seretornar para Onpremise?
Alta disponibilidade Elasticidade
Escalabilidade Confiabilidade
Previsibilidade Seguranca
Governanca Gerenciabilidade
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Fundacao Solida

o)

Assim como a fundacédo de uma casa € crucial para a sua
estabilidade e longevidade, uma fundacéao sdélida é
igualmente essencial para a adocao da nuvem.

Nao suporta apenas cargas de trabalho atuais, mas também V‘-;; _
flexivel o suficiente para se adaptar as necessidades futuras e
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Entendomais sobre o Cloud Foundation

-

\_

Estratégia

Definindo metas
claras para sua

jornada na nuvem.

-

N

Operacionalizacad

\_

Implementacéo de
praticas para garantir
operacoes eficientes e

continuas.

-

~N

Gerenclamento

J

Foco na eficiéncia
operacional e na
otimizacao de custos.
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Construindo uma Fundacéo Sdélida para a

Nuvem com cCloud Adoption Framework

4 )

)

Estratégia

Define o
motivo e 0s
objetivos da

migracao para

a nuvem.

4 N N ( )
P 9o #
Plano Rt g p|y Adotar
Desenvolve Prepara o Implementar
um pIaNno de ambiente de e migrar
acao nuvem para cargas de
Fietalhado a adocao. trabalho
alinhado com para a
a estratégia. \_ , nuvem.

\_

J

(" )

Governar

Estabelece
politicas e
mecanismos
de

Gerencilar

Gerencia e
otimiza as
operacoes
de nuvem.

governanca.

4 \

Ugi wt ¢

Assegura que
todas as etapas

g s

anteriores
\_ J
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Framework de adocao do Google
Cloud

CAMasoutras Clouds

Migre para a nuvem com confianca. O framework de adocao do Google Cloud ajuda a identificar as
principais atividades e objetivos que aceleram de forma confiavel a jornada na nuvem.

Fazer o download do artigo

AWS Cloud Adoption Framework (AWS CAF)

Aceleracdo de sua transformacdo digital de negocios com a
tecnologia da nuvem

Avalie sua prontiddo para a nuvem

Estrutura de adocao da nuvem
para Oracle Cloud Infrastructure

(OCI)
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Cloud Adoption Framework

Cloud Transformation Journey

Envision ¢ Scale

Transformation Domains

A4 Etapas M X
p risk ':"_,,

Business Improve

A6 PerspeCtlvaS People ESG

Governance G
Mevenue

Platfarm

Increase 5
operational je]
- efficiency

&
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Security
Operations
Foundational Capabilities
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Azure Active On-pr
K Active

Identity and access management
Directory
Directory

, Management group and subscription org;
o roup Platform
DevOps team

Management group
@y Devors
J

Estou pronto, decidi que . @ 2 0

Management
subscription

quero ir para Cloud, ou atée
mesmo , meu ambiente R
cresceu de forma

exponencial . E AGORA? ; _ _

On-premises systems
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subscription

Arur AzureFirewaliSubnet

DDoS
Standard

Azure
Arure DNS Firewall

Bastion Services
Subnet Subnet

”
N\

On-premises systems Cost Role
management assignment

o Al Services Subscription

MVNET Al Services

Defender

for Clou
or Cloud

t Role
ment assignment

Policy

ssignment

Notrnrd
Network
w

Watcher

-
Defender
for Cloud
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Hub virtual 4

A -
o
Remote Hub f ¥ network Virtual WAN A

Topologia
Rede
HUBSPOKE

A N6 central (hub)
A N6s periféricos (spokes)
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Management
0 subscription

Dashboards (Azure portal)

o Identity and access management

Privileged Identity
Management

+ Approval workflow

* Notifications

. MFA
Access reviews/packages
Audit reports

* App/DevOps
Subscription manager
Other custom roles

" Management group and subscription organization

Management group

Enterprise Enrollment/Microsoft Customer Agreement

Enrollment/Billing
Account

Department/8illing
Profile

unt/Invaice Section Subscription

Microsoft Entra ID

5

On-premises

. service principal(s)
* Security group(s)
Users

Contose

Active Directory
Domain Services

,qQ Platform
DevOps team

Automation
account(s)

Change tracking
Inventory management
Update management

[

Dashboards
Queries
Alerting

m Log Analytics

Workspace

For platform logs

2 0

Subset ’
uise Defender

for Cloud

Cost Role Palicy Network
management assignment  assignment Watcher

Oon-p ises systems

#. > vNet Region 1 DNS UDR(s) NSG/ASG(s)

Recovery
Services
vaul(s)

Resource groups(s)

3

Entra ID Domain Services

<™ yNet RegionN| DNS DR(s) NSG/ASG(s)

Resource groups(s)
Recovery

\ & Services
OR b vault(s)
Entra ID Domain Services
d . 0
;

Cost Role Policy Network
management assienment  assignment Watcher

Defender
for Cloud

Platform Landing zones

Mznagement

Management identity
subscription subscription

Landing zone

Connectivity
v A1 subscription

subscription
Landing zone P1

subscription

Landing z0ne

Subscriptions A2 subscription

I 1 o ':J DevOps

Decommissioned Sandbox

Decommissioned sandbax
subscription subscription 1

Sandbox
subseription 2

Deployment
pipeline(s)

Git Repository Boards
Wiki

* Subscription provisioning

* Role provisioning

* Policy deployment
Platform deployment

Role definitions
PolicySet definitians
Policy definitions
Role assignments
Policy assignments
Resource templates

Connectivity
subscrintion o

Azure DDoS
\) Network

tion

.Azure DNS Private Resolver
VPN/ExpressRoute Gateways
Hub VNet
,-\Qﬁlmrﬂ Firewal Region 1
VNet peerlngI

. Azure DNS Private Resolver

Azure DNS

ExpressRoute

o) Circuits

[ A Firewall

Policies

Z

o VPN/ExpressRoute Gateways
i Hub VNet
Qmw Firewall Reglon N
- Q
Al /
Cost Role Policy Network Defender
management assignment  assignment Watcher for Cloud

Landing zone P1
Subscription

Example of how platfarm te
may be in ane ar many subscri

Platform team hosted capability
For example: VM image »

Cost Role
management  assignment

Policy Network
assignment Watcher

Defender
for Cloud

Landing zone A2
subscription

O <> vNetRegionl| DNS UDR(s)

Resource groups(s)
Azure Key Vault

Storage (file, blob)

Backup/Site
Recovery Vaults

o) Log Analytics Wo

For applicat

#-% yNet Region N UDR(s)

Resource groups(s)

Azure Key Vault

Storage (file, blab)

Backup/Site
Recovery Vaults

o) Lo Analytics Workspace
Fora

Dashboards
(Azure portal)

ed Tdentities l‘ I Shared

Sandbox
subscription

u
H -
NSG/ASG(s) - Applications

Applications

Other ‘.I [
Applications/C
Cost Role Policy
management assignment  assignment

NSG/ASG(s)

VM 5KU(s)
Other Application$/
Components

Applications

e

Network
Watcher

Access credentials
In-guest policies/DSC

Backup policy
Extensions

Compliant Tagging

VM templates

services

Cost Role
management _assignment

Policy Network
assignment  Watcher

Defender
for Cloud

0

Defender
for Cloud

Version: 2024-08-16




TALK

FLORIPRA

Connectivity
subscription

Arur AzureFirewaliSubnet

DDoS
Standard

Azure
Arure DNS Firewall

Bastion Services
Subnet Subnet

”
N\

On-premises systems Cost Role
management assignment

o Al Services Subscription

MVNET Al Services

Defender

for Clou
or Cloud

t Role
ment assignment

Policy

ssignment

Notrnrd
Network
w

Watcher

-
Defender
for Cloud

“ECH

Connection




2OTALK ' ECH
Connection

Azure Architecture Center

WHAT'S NEW
See what's new

ARCHITECTURE = CONCEPT
Browse Azure architectures = Explore cloud best practices

HOW-TO GUIDE HOW-TO GUIDE
Well-Architected Framework (\WAF) Cloud Adoption Framework (CAF) "
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Assessments

AVALIAGOES DA MICROSOFT

Azure Machine Learning

Examine your machine-learning workload through the lenses of reliability, cost management, operational

excellence, security, and performance efficiency.

Iniciar Avaliagdo

Duracdo da avaliagio

30 minutes.

Formatar

/]

Resultados

Perguntas de multipla escolha e de Receba diretrizes personalizadas e

multipla resposta.

orientadas para seus cenarios
especificos.

Your overall results

MODERATE  Amast the

Next Steps

Categories that influenced your results

w03 ACOERATE 33 67

Identified and classified business  Identified how long the workload

Your overall results

MOOERATE

—XCHLAENT

Categories that influenced
your results

Be aware of your resource limits in

M

Connection

EXECUTAR AGAO

Melhore sua pontuacéo ao longo do tempo

Ap6s a conclusdo da avaliagdo, vocé recebera recomendagées pragmaticas com base em suas
necessidades especificas. Ao longo do tempo, vocé poderd melhorar sua pontuagdo seguindo essas
recomendagoes personalizadas.

Veja o exemplo de resultados
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Areas de Design de Ambiente dasnding Zones
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\
A - Cobranca do

Azure e tenants

K
B -

Gerenclamento

N\

£ - Topologia de
rede e
- conectividade y

~

do Active de identidade e
Directory acesso
\_ VAN Y,

4 N\ [ N\ R
C- F- D, G, H
Organizagao | | Seguranca | | Gerenciamento
do recurso _ ) L y
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| -
de plataforma

\
Automacao

e DevOps
PS )
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A Microsoft Entra ID i _
A Autenticacdo Single Sign A Azure Monitor
on A Monitoramento Continud
/ A Regras de Autenticacio A Automacgao
A Controle de Acesso A Resiliéncia
Baseado em Funcgdes
A Azure ExpressRoute (RBAC)
A Qualidade de Servico e
Conectividade
A Firewalls e DMZ em
_ Roteamento A Azure Policy
A Mapeamento de A Politicas Aplicaveis A Azur e
Enderecos IP A Ambientes em A Det ec-
Conformidade A Prote-
A Gerenciamento de A Prote-

Assinaturas
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E 0 que eu ganho com isso?

Implementacao de uma Configuracoes de Estruturas de
arquitetura modular e seguranca desde o inicio, governanca integradas
escalavel. adaptandese a padroes para um controle
especificos da industria. eficiente.

7
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Landing
Z0oNnes no
Azure #

LYLX SYSY Ul eh 2

Exemplode implantacéo
Base deescalaempresarial

Hub e spoke deescala
empresarial

WAN Virtual de escala
empresarial

Escala empresarial para
pequenas empresas

Escala empresarial para o
Azure Government

Descricao Repositério GitHub

A base sugerida para a Exemplono GitHub
adocdao de escala

empresarial.

Adicione um moédulo de Exemplono GitHub
rede hub e spoke a base de

escala empresarial.

Adicione um moédulo de rede Exemplo no GitHub
da WAN Virtuala base de
escala empresarial.

Adicione uma arquitetura de Exemplono GitHub

rede hub e spoke para
pequenas organizacoes.

Implementacao de referéncia Exemplono GitHub
gue pode ser implantada no

Azure Government e inclui

todas as opcbes em uma

experiéncia convergida no

portal.

M

Connection

RS NEBT

Implantar no Azure

& Deploy to Azure

& Deploy to Azure

& Deploy to Azure

& Deploy to Azure

& Deploy to Azure

7


https://github.com/Azure/Enterprise-Scale/blob/main/docs/reference/wingtip/README.md
https://learn.microsoft.com/pt-br/azure/architecture/reference-architectures/hybrid-networking/hub-spoke
https://github.com/Azure/Enterprise-Scale/blob/main/docs/reference/adventureworks/README.md
https://learn.microsoft.com/pt-br/azure/virtual-wan/virtual-wan-global-transit-network-architecture
https://github.com/Azure/Enterprise-Scale/blob/main/docs/reference/contoso/Readme.md
https://learn.microsoft.com/pt-br/azure/architecture/reference-architectures/hybrid-networking/hub-spoke
https://github.com/Azure/Enterprise-Scale/blob/main/docs/reference/treyresearch/README.md
https://aka.ms/enterprisescale
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Grupos de gerenciamento

A Os grupos de gerenciamento

podem incluir varias
assinaturas do Azure.

A As assinaturas herdam as

condicoes aplicadas ao
grupo de gerenciamento.

E possivel oferecer suporte
a 10.000 grupos de
gerenciamento em um unico
diretorio.

Uma arvore de grupos de
gerenciamento pode oferecer
suporte a até seis niveis de
profundidade.

1v
Connection

Grupos de
gerenciamento

Assinaturas

Grupos de
recursos

Recursos
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Gerenciamento de Custos do Azure

Home > Cost Management: Tenant Root Group

Y Cost Management: Tenant Root Group | Cost analysis

Management group

® overview

&% Change scope

& Access control

X Diagnose and solve problems

" Give feedback about this menu

~

~

~

~

>
>

Reporting + analytics
% Cost analysis

¥ Exports

Monitoring

B cost alerts

W Alert rules

{9 Budgets

Optimization

® Advisor recommendations

Reservations + Hybrid
° iybe
% Ssavings plans
Settings

¥+ configuration

A Preview features

gilling

Help

V

l

(N

Connectlon

X
Scope: () Tenant Root Group {(change)
|4 Accumulated co... % | +
) save | v 12 share | Download [ Subscribe
‘\:oum\/:\ I:+7Addﬁltzr:\ |
e
e sEmemeaC o S S proprietario: joe )
R$12.05.  R$3531.  --. ' i : centro de custo:
oo departamento. marketlng fi
o : marketing
R$40 Pl
b ambiente: producao
=
R$15
R$10
RS$5
fs0 Oct1 Oct3 Oct5 Oct7 Oct9 Oct 11 Oct13 Oct 15 Oct 17 Oct 19 Oct21 Oct23 Oct25 Oct27 Oct29 Oct31
@ Accumulated cost ) Forecast cost
Service name v Location v Subscription v
Storage ER South MCT - Visual Studio ...
' R$4.03 R$7.97 R$12.05
Microsoft Defender f... Intercontinental
‘ R$3.19 R$1.79
Bandwidth Uninown
R$1.91 R$1.78
Azure DNS US East.
R$1.71 R$0.51
Backup
R$1 20
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A Limite de Recursos por Grupo de Recursos:
Maximo de 800 recursos do mesmo tipo podem ser criados dentro de um Unico grupo
de recursos.Limite de Grupos de

A Recursos por Assinatura:
Até 980 grupos de recursos podem ser criados em uma Unica assinatura.

A Limites de Tags por Recurso ou Grupo de Recursos:
Até 50 tags podem ser aplicadas a um recurso ou grupo de recursos, influenciando a
categorizacao e o gerenciamento.
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AWS Organizations

AWS Control Tower

AWS IAM Identity
Center

Tenancy (Root Compartment)
= o 0
E 5 A

Budget BudgetEvents  Notifications  Topic Policies 1AM Events

Google Cloud

Cloud Guard
Management
Groups e I.
Cost Storage Cred Auditors 1AM Netwark Security Database Exadata
Admins Admins Admins Admins Admins Admins Admins Admins

: i . Provisioned aE(Dunt_s- Enclosing Compartment A ~
- -I ! Cloud - 4t Cloud ] % cloud
interconnect ki
; - H

Policies Security Zone
¥ Router S Dataflow

Network Compartment Security Database Exadata
Compartment | | Compartment Compartment Compartment

] &/

=, Cloud I o0y . Vault and Object Storage

= nar i (1) sigQuery ckets

Internet Internet <CIDR> IGW <CIDR>

Gateway
] <On-Prem>  DRG

NATGW <On-Prem> DRG

Firewall

Alarms.
rules

L= Events
Logging

Bastion LBR

Apps
Netwiork Network Netwark
Security Security Security
L] " a1 i Group Group Group
w4 Cloud VPN Warkload
L i=cn Cloud

1= Storage

DRG
Attachment

Cloud Resource i \ C 3
i - : ent Subnef Backup Subne
e Workioad 2 : #Jrl)lkl.:iﬂ i C ubnet kup Sut
clus?

<On-Prem> DRG OSN SGW

. ) . g'm Cloud
- Identity P

| : N7
- 141 . Customer Client Backup
Identity Data Center Netwark Network
Security Security
Group
Private zone

P
Manitoring VP Flow
9 Logs

=

Alarms Notifications Topic

Cloud Audit = E'”m"“ Leeeod:

Logs - oaain * —3 Not provisioned
oaging by the template

Database | Service =L

Network | Gateway
i

Security Service

Connector
Hub

E
-3 % 1 Bastion
(|
DRG
Attachment Buckets

Alarms
o
200

Service Events
Gateway

Notifications
Subscribers

Subscribers

'——>! Oracle Services Network

Subscribers
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nuvem?

tamanho ideal para
atender as
demandas

Exceléncia N Eficiéncia de Otimizacao de
. Seguranca Confiabilidade
Operacional Performance Custos
Como garantir Quais s&o as 9Sr Stjuzulcl|lzamaigro -
operacoes melhores praticas bgobTbLDGEg|r G bomsumo de possiveis
eficientes e para proteger seus JoFfelLSF gl T[gg Tecursose melhorias,
continuas em sua dados e recursos raf gLzuarteépi|z yoiepenqpara recursos orfaos,
infraestrutura na na nuvem? gt g3zeuu] determinar o super

dimensionados e
nao utilizados




