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VISAO E DESAFIOS

V|SEO Criar uma plataforma unificada para
gerenciar infraestruturas de cloud.

Conecta My (’\)O Sertao

Complexidade crescente das arquiteturas
de cloud.

Necessidade de consisténcia e eficiéncia
entre multiplas equipes.

Planejar de forma eficiente como se
Integrar a nuvem

AZURE FLORIPA T f Sera
Cloud
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FERRAMENTAS MAGICAS

Azure Backstage.io
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AESCOLHA DG
FERRAMENTAL

Infraestrutura como Cédigo (laC)
Suporte Multi-Cloud

Automacao e Eficiéncia

Integragcdo com o Azure e Backstage
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AESCOLHA DG
FERRAMENTAL

Hibrido e Multi-Cloud

Seguranca e Conformidade

Inteligéncia Artificial e Machine
Learning

Ferramentas de Desenvolvimento e
DevOps
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AESCOLHA DG
FERRAMENTAL

Plataforma Open-Source (React/Node)

Criacao de templates dindmicos para
desenvolvimento de Infra/Code/Devops

Facilita a unificagdo e governanca
centralizada
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v [ environment

location": "East US",
tenantId": "7f6fdall-0fba-415f-a315-af2ce7e26a68",
{} spoke": {
name": "dev-spoke",
address_space": ["10.0.0.0/16"],
{} subnet_address_space": ["10.0.0.0/24"]
b,

hubs": [

{

{} name": "dev-aks",

address_space": ["10.1.0.0/16"],
subnet_address _space": ["10.1.1.0/24"],
allow ports": ["443", "8080", "22"]

name": "dev-db",

address _space": ["10.2.0.0/16"],
subnet_address _space": ["10.2.1.0/24"],
allow ports”": [®1433", "4022", "135", "1434"]

name": "dev-misc",

address_space": ["10.3.0.0/16"],
subnet_address space": ["10.3.1.0/24"],
allow ports": ["443", "8080", "22"]

1,
vpn_client _address space": ["172.16.0.0/26"]
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module "hubs_resource_group" {

module "spoke_resource_group" {

source = "./modules/resource_group" = 5
for each = { for hub in local.hubs : hub.name = hub } source = "./modules/resource_group
nam = "rg-${each.value.name}" name = "rg-${local.spoke.name}"
location = local.env_vars.location location = local.env_vars.location
tags = { tags = {

environment = var.environment environment = var.environment

module "hubs_networks" {

module "spoke_network" {

source = "./modules/virtual_network" : L .
for each = { for hub in local.hubs : hub.name = hub } source = "./modules/virtual_network
name = "${each.value.name}-vnet" name = "${local.spoke.name}-vnet"

address_space = each.value.address_space

location = local.env_vars.location

resource_group_name = module.hubs_resource_group[each.key].name
action_group_id = module.hubs_resource_group[each.key].action_group_id
tags = { environment = "hub" }

address_space = local.spoke.address_space

location = local.env _vars.location

resource_group_name = module.spoke_resource_group.name
action_group_id = module.spoke_resource_group.action_group_id
tags = { environment = "spoke" }

}

module "hub_subnets" {

source = "./modules/subnet" module "spoke_subnet" {

for each = { for hub in local.hubs : hub.name = hub } source = "./modules/subnet"

name = "${each.value.name}-subnet" name = "GatewaySubnet”

virtual_network_name = module.hubs[each.key].name virtual network name = module.spoke network.name

address _prefixes = each.value.subnet_address_space

address_prefixes = local.spoke.subnet_address_space
resource_group_name = module.hubs_resource_groupleach.key].name

resource_group_name = module.spoke_resource_group.name

ESOURCE GROUP
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module "nsg" {
source = "./modules/nsg"
location = local.env_vars.location
allow ports = local.allow ports
vpn_client _address space = local.vpn _client _address space

hubs = 4
for hub in local.hubs : hub.name = {
EWE = hub.name

resource_group_name module.hubs_resource_group[hub.name].name
address_space hub.address space
subnet_address_space hub.subnet_address_space

allow_ports = hub.allow_ports

}

}

spoke = {
name

local.spoke.name
resource_group_name module.spoke_resource_group.name
address_space local.spoke.address_space
subnet_address_space = local.spoke.subnet_address_space
allow _ports = local.spoke.allow_ports
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resource "azurerm_network_security group" "hub_nsg" {
for each = var.hubs

name
location
resource_group_name

"${each.key}-${var.spoke.name}-nsg"
var.location
each.value.resource_group_name

I

security rule {

name = "Allow_Internal Inbound”
priority = 2001

direction = "Inbound"”

access = "Allow"

protocol = "x"

source_port_ranges = each.value.allow_ports[0]
destination_port_range = "%"

source_address_prefix = var.spoke.address_space[0]

destination_address prefix each.value.subnet_address_space[0]
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resource "azurerm_network_security_group" "spoke_nsg" {
name = "${var.spoke.name}-nsg"
location var.location
resource_group_name = var.spoke.resource_group_name

security_rule {

name = "Allow_From_Hubs"
priority = 1001

direction = "Qutbound"

access = "Allow"

protocol = "x"
source_port_range = "x"

destination_port_ranges [for hub in var.hubs : hub.allow_ports[0]]
source_address_prefixes [for hub in var.hubs : hub.subnet_address_space[0]]
destination_address_prefixes = var.spoke.address_space

}

security_rule {

name = "Allow_VPN_to_Spoke"
priority = 2002

direction = "Inbound"

access = "Allow"

protocol = "x"

source_port_range = "x"

destination_port_range =it

source_address_prefixes = var.vpn_client_address_space

destination_address_prefixes = var.spoke.address_space

}

security_rule {

name = "Deny_all_to_Spoke"
priority = 4096

direction = "Inbound"

access = "Deny"

protocol = "x"
source_port_range = "x"
destination_port_range S

source_address_prefix Tk

destination_address_prefix = var.spoke.address_space[0]
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module "role_assignment" {
source = "./modules/role_assignment"
role_assignment local.role_assignment
depends _on [module.spoke subnet, module.hub_subnets, module.nsg]

I

}

resource "azuread_group" "this" {
count = length(var.role_assignment)
display name var.role_assignment[ count.index].group
owners [data.azurerm client config.this.object id]
security enabled = true

}

resource "azurerm_role_assignment" "this" {
count = length(var.role_assignment)

scope var.role_assignment|[ count.index].scope

principal id azuread_group.this[count.index].object_id

role definition_name var.role_assignment[count.index].role_definition_name
depends_on = [azuread_group.this]
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locals {
spoke_nsg role_assignments = flatten([
for group, group_name in var.groups : [

{
role_definition_name = var.role names["reader"]
group = upper("SSC_${group_name}_${module.nsg.spoke_nsg _name}_${var
.role_names["reader"]}")
scope = module.nsg.spoke_nsg_1id
lir
{
role_definition_name = var.role_names["backup_reader"]
group = upper("SSC_${group_name}_${module.nsg.spoke_nsg name}_${var
.role_names["backup_reader"]}")
scope = module.nsg.spoke_nsg _1id
b
{
role_definition_name = var.role_names["contributor"]
group = upper("SSC_${group_name}_${module.nsg.spoke_nsg name}_${var
.role_names["contributor"]}")
scope = module.nsg.spoke_nsg _id
}

]
D

role_assignment = concat(
local.hub_nsg _role_assignments,
local.hub_rg role _assignments,
local.hub_network role_assignments,
local.spoke_rg role_assignments,
local.spoke_network_role_assignments,
local.spoke_nsg role_assignments
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module "vpn_public_ip" {

source = "./modules/public_ip"

name = "vpn-public-ip"

resource_group_name = module.spoke_resource_group.name

module "hub_to_spoke_peerings" { location = local.env_vars.location

source = "./modules/vnet_peering" action_group_id = module.spoke_resource_group.action_group_id
for each = { for hub in local.hubs : hub.name = hub }
name = "${each.value.name}-to-spoke"
virtual _network_name = module.hubs[each.key].name
remote virtual network id = module.spoke network.id module "application_registration"” {
resource_group_name = module.hubs_resource_group[each.key].name source = "./modules/application_registration”

module "spoke_to_hub_peerings" { module "vpn_gateway" {
source = "./modules/vnet_peering" source = "./modules/vpn_gateway"
for each = { for hub in local.hubs : hub.name = hub } name = "vpn-gateway" B
name = "spoke-to-${each.value.name}" location = local.env_vars.location
virtual network name = module.spoke network.name _
remote_virtual_network id = module.hubs[each.key].id
resource_group_name = module.spoke_resource_group.name

resource_group_name = module.spoke_resource_group.name
subnet _id = module.spoke subnet.id

public ip id = module.vpn public ip.id

vpn_client_protocols = ["OpenVPN"]

vpn _client address space = local.vpn client address space
aad tenant = local.tenantId

aad_audience = module.application_registration.aad_audience

depends_on = [module.role_assignment]
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! Backstage Create a New Component

Create new sofiware components using standard templates

Search

Available Templates REGISTER EXISTING CC

R Templates

PERSONAL 4 A r— % s
% Starred 0 Documentationm* —m React SSR Template

MY COMPANY ESCRIPTION DESCRIPTION
Create a new standalone documentation project Create a website powered with Next.js
All OWNER

ackstage/techdocs-core web@example.com

Tech Radar

AGS

CATEGORIES recommended techdocs mkdocs recommended react

O

\

service
Spring Boot gRPC Service

@ Settings
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apiVersion
scaffolder.backstage.io/vlbeta3
kind: Template
metadata
name: pull-request
title: Pull Request Action template
spec
owner : backstage/techdocs-core
type: service
@
N apiVersion
scaffolder.backstage.1o0/vlbeta3
apiVersion kind: Template
scaffolder.backstage.io/vlbeta3 | Metadata:
kind: Template name: springboot-template
metadata title: Spring Boot gRPC Service
name  docs-template tags
title: Documentation Template recommended
tags java
recommended grpc
techdocs spec _
mkdocs owner: service@example.com
spec type: service
owner : backstage/techdocs-core
type: documentation parameters
steps
output
\’ Links
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@ Backstage

Q. search

A Home
* APls
18 Dpocs
€ Explore

@ Create...

@ Tech Radar
Lighthouse
6 Cost Insights

£l GraphioL

=+ Add Shortcuts

0 Settings

Cloud

Create a New Component

Create new software components using standard templates

Documentation Template
© Fill in some steps

my-new-service

does amazing things

Choose a location
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Channel
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Task Activity a

Activity for task: 93a3ed61-dica-4162-a631-bde2191ed1a1

Fatch Base
@ Fetch Docs

) Publish

LowOps

) Channel

ZBZ1

B2l

B7-2ZT18:20:85,

BF-22T18: 28:85.8

Beginning step
: Fetching te

MpLOTE
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FVARS DINAMICO

location": "East US",
tenantId": "7f6fdall-0fba-415f-a315-af2ce7e26a68",
spoke":{
name": "dev-spoke",
address_space": ["10.0.0.0/16"],
subnet_address_space": ["10.0.0.0/24"]

location": "${{ values.location }}",
tenantId": "${{ values.tenantId }}",
spoke":{
name": "dev-${{ values.project_name }}",
address_space": ["${{ values.spoke_address_space }}"],
subnet address space": ["${{ values.spoke subnet_address space }}"]

k,
hubs": [
{
},
hubs": [
{%- set comma = joiner() -%}
{%- for hub in toObject(values.hubs) -%}
$H{- comma() -}H
name": "dev-${{ values.hub.name }}",
address _space”: ["${{ values.hub.address_space }}"],
subnet_address space": ["${{ values.hub.subnet _address_space }}"],
allow ports": [

name": "dev-aks",

address_space": ["10.1.0.0/16"],
subnet_address space": ["10.1.1.0/24"],
allow ports": ["443", "8080", "22"]

name": "dev-db",
address_space": ["10.2.0.0/16"],

{%- set subcomma = joiner() -%} subnet_address_space": ["10.2.1.0/24"],
{%- for port in toObject(values.allow_ports) -%} allow ports”: ["1433", "4022", "135", "1434"]
${{- subcomma() -}}

${{port}}
name": "dev-misc",

address_space": ["10.3.0.0/16"],
subnet_address space": ["10.3.1.0/24"],

["172.16.0.0/26" ] allow ports": ["443", "8080", "22"]

vpn _client address space':

1,
vpn_client_address_space": ["172.16.0.0/26"]
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terraform apply -var= -auto-approve

module.role_assignment.azuread_group.this[23]: Creation complete after 24s [id=b7b7a668-87eb-4afd-871e-cf827f94f982]
module.role_assignment.azuread group.this[50]: Creating... ‘
module.role_assignment.azuread_group.this[26]: Creation complete after 24s [id=9cb@4bc7-215a-408e-b7d8-cfefaalbg3e8] ‘ ‘

module.role_assignment.azuread_group.this[57]: Creating...

module.hub_to_spoke_peerings["dev-db”].azurerm_virtual_network_peering.this: Creation complete after 2m4@s [id=/subscriptions/6e76e162-76:
orks/dev-db-vnet/virtualNetworkPeerings/dev-db-to-spoke]
module.role_assignment.azuread_group.this[29]: Creating... H
module.role_assignment.azuread_group.this[15]: Still creating... [10s elapsed] .
module.role_assignment.azuread_group.this[8]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[28]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[30]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[42]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[59]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[65]: Still creating... [10s elapsed]

module.role_assignment.azuread group.this[50]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[57]: Still creating... [10s elapsed]
module.role_assignment.azuread_group.this[29]: Still creating... [10s elapsed]

module.role_assignment.azuread group.this[15]: Still creating... [20s elapsed]
module.role_assignment.azuread_group.this[8]: Still creating... [20s elapsed]
module.role_assignment.azuread_group.this[28]: Still creating... [20s elapsed]

module.role_assignment.azuread group.this[42]: Still creating... [20s elapsed]
module.role_assignment.azuread_group.this[30]: Still creating... [20s elapsed]
module.role_assignment.azuread_group.this[59]: Still creating... [20s elapsed]

module.role_assignment.azuread group.this[15]: Creation complete after 24s [id-=-31088bc@-a83f-4e30-ba3a-62b97adf1ibgal]
module.role_assignment.azuread group.this[61]: Creating...

module.role_assignment.azuread_group.this[65]: Still creating... [20s elapsed]

0
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module
module
module
module
module
module
module
module
module
module
module
module
module
module
module
module
module
module

.vpn_gateway.azurerm_virtual_network_gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_ network gateway.
.Vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network_gateway.
.Vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network_gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.Vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network_gateway.
.Vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network_gateway.
.vpn_gateway.azurerm_virtual_network gateway.
.vpn_gateway.azurerm_virtual_network_gateway.
.vpn_gateway.azurerm_virtual_network gateway.

gateway]

Apply complete! Resources:

182 added, @ changed, ©

this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:
this:

Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still
Still

destroyed.

creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...
creating...

Creation :nmplete after 14m55s [id=/subscriptions/6e76¢

[12mi0s
[12m20s
[12m30s
[12mi0s
[12m50s

elapsed]
elapsed]
elapsed]
elapsed]
ETEN )

[13m@s elapsed]

[13mi0s
[13m20s
[13m30s
[13m40s
[13m50s

elapsed]
elapsed]
elapsed]
elapsed]
elapsed]

[14m@s elapsed]

[14mi0s
[14m20s
[14m30s
[14mi0s
[14m50s

elapsed]
ETEN )
elapsed]
elapsed]
elapsed]
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Estimativa do Custo de Oportunidade em Reais (BRL)

Tempo medio de crnacdo de recursos individuais:

3 hubs x (cniagdo de grupo de recursos + criagao de rede virtual + criagdo de sub-rede + criagdo

+ 5+ bhoras) = 3 x (25 + 360) = 3x 385 =

Célculo do Valor do Tempo Economizado

LN

de NSG + criagdo de peering) =3 x(5+ 5+ 5+

1. Diferenca no Tempo de Provisionamento:

Al = 4519 minutos

1155 minutos

25 minutos — 4494 minutos

Criacdo de sub-rede para o spoke = 5 + 6 horas = 365 minutos

2. Conversao da Diferenca para Horas:

ANy, g s -
Alp o = % == 74,9 horas

Criagdo de N5G para o spoke = 5 + b horas = 363 minutos

Criagdo de peering paracadahub =3 x(5+ 5+ 6 horas) =3 x (15 + 360) = 3 x 375 = 1125 3. Taxa Horaria de um Engenheiro DevOps:

minutos

¢ Com um salarno mensal de R$12.000,00 e assumindo 160 horas de trabalho por mes:

JEE 12 000,00

———— = R375,00/hora

Ll hoer

= 2 :l ™ — :. - = — "F\. B b # -
Criacdo de IP piblico = 5 + 6 horas = 365 minutos Taxa Hordria —

Criagdo de registro de aplicativo = 5 + 6 horas = 365 minutos . Céleulo do Valor do Tempo Economizado:

Custo de Oportunidade = Atf;,.... * Taxa Horaria

Custo de Oportunidade = 74,9 horas x R$75, 00/hora

Criag3o de gateway VPN = 5 + 6 horas = 365 minutos

Custo de Oportunidade = R$5.617, 50

Tempo de processamento de atnbuigdes de funcido:

* 3 hubs x (atribuigdo de fungdo) + 1 atribuigao de fungao paraospoke = (3 + 1) x 1 + & horas =

(4 + 360) = 364 minutos

lempo total estimado = 1155 + 365 + 363 + 1145 + 365 + 363 + 365 + 364 = 4519 minutos



Conecta M C’\)O Sertao
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Cloud

RESULTADOS

Aumento na Produtividade

Reducgao de Erros Humanos

Aceleragao no Time-to-Market

Satisfagao do Cliente




OBRIGADO!

Repositorio Rafael Claudio
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